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CONTAINERS, KUBERNETES, MICROSERVICES & DEVOPS ARE KEY INGREDIENTS

& RedHat
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INSTALL DEPLQOY HARDEN OPERATE

e Templating e |dentity & Security Access e Platform Monitoring & Alerts e OS Upgrade & Patch
e Validation e App Monitoring & Alerts e Metering & Chargeback e Platform Upgrade & Patch
e OS Setup e Storage & Persistence e Platform Security Hardening e Image Upgrade & Patch
e Egress, Ingress & Integration e Image Hardening e App Upgrade & Patch
e Host Container Images e Security Certifications e Security Patches
o e Build/Deploy Methodology e Network Policy e Continuous Security Scanning
7 5 /o e Disaster Recovery e Multi-environment Rollout
e Resource Segmentation e Enterprise Container Registry
_Q_l 7| %‘l A"%X|'7|' ?—H‘l L_” Eli XHE_II'I_Q_l e Cluster & App Elasticity

e Monitor, Alert, Remediate
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e Log Aggregation

Source: The New Stack, The State of the Kubernetes Ecosystem, August 2017
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THE KUBERNETES NEWS YOU DON'T WANT

T=SLnm weightwatchers

e K8s dashboard exposed e Nosecurity on K8s
dashboard
e AWS environment with
telemetry data e |T infrastructure
compromised credentials exposed
e Tesla’s infrastructure was e Enabled access to alarge
used for crypto mining part of Weight Watchers'
network
Unnecessary Unrealized
Costs Value

'/

monzo

K8S and etcd bug
introduced to servers
during update

New features and changes
deployed cause failures

Restart backend
components leading to full
platform outage

Increased
Risk
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OpenShift = Enterprise Kubernetes+

CONTAINER CONTAINER CONTAINER CONTAINER CONTAINER

SELF-SERVICE o NEURIS I CrAet E MS(IDE, UX S)

SERVICE CATALOG

(LANGUAGE RUNTIMES, MIDDLEWARE, DATABASES, ...) H

W
2 9|3t C}okst
BUILD AUTOMATION DEPLOYMENT AUTOMATION = _;':I o Ohe app"catm" runtimes &
services | 3
APPLICATION LIFECYCLE MANAGEMENT
(Cl /CD) o Auto-Healing2 2 Application HA 7|5 H| &

8 kubernetes Auto-Scaling@ 2 Ip58} L{H| 7| X2
INFRASTRUCTURE AUTOMATION & COCKPIT #HEf 0| L
RedHat Docker/OCI E& 1€ 0|
OpenShift OCI CONTAINER RUNTIME & PACKAGING ZiEflo] == 3} 0S 7|%t - Red Hat Enterprise

ATOMIC HOST / Linux/Atomic Host

RED HAT ENTERPRISE LINUX slo|2g|E 22t c A0 x| (Bare-Metal,

_ CHRESE VM, Public/Private laaS §)
- Gy

Physical Virtual Private Public
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OPENSHIFT = Y E{Z2}0|=& KUBERNETES 221 Z QIL|C}

Kubernetes OpenShift

1-3 months Release

hardening

Security fixes
100s of defect and performance fixes
200+ validated integrations
Middleware integrations
(container images, storage, networking, cloud services, etc)
9 year enterprise lifecycle management
Certified Kubernetes
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WHY IS RED HAT THE BEST CHOICE?
THE FOUR Cs

ODE USTOMERS LOUD OMPREHENSIVE
Kubernetes commits

Proneer — FICO D\ YT
© inmarsat

N . Traditional, Stateful & Microservices-based Apps
_ Sas1= ‘ ‘
Others 3 LogistiCare  peuteche Bank [z - .

L
e a m a z 0 n Business. Integration Data&
sly L]

Web &
Automation

]
3rd party
& API Mgmt Storage Mobile frameworks
webservices” —

CONTAINER CONTAINER CONTAINER CONTAINER

[AIEACapital lenovo T --Systems:
Independent

APPLICATION LIFECYCLE AUTOMATION
not @ United Helth Gy CONTAINER MANAGEMENT
: W Penep ] '
=) -
'0' MACQUARIE BANK &,

‘ AMaDEUS KeyBank
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Red Hat b

CONTAINER INFRASTRUCTURE

m . ‘ ENTERPRISE-GRADE CONTAINER 0OS
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St Physical Virtual Private Public
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Source: [1] Stackalytics, Contribution by Companies. (Release: All, Projeact type: Kubernetes, Module: kubernetes, Metric: Commits)
Retrieved: March 2, 2018.


http://stackalytics.com/?metric=commits&project_type=kubernetes-group&release=all&module=kubernetes

OpenShift vs DIY
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DIY Kubernetes AFE2 2| && A

T=SsLA weightwatchers s
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K8s dashboard exposed

AWS environment with
telemetry data
compromised

Tesla’s infrastructure was
used for crypto mining

Unnecessary
Costs

No security on K8s
dashboard

IT infrastructure
credentials exposed

Enabled access to a large
part of Weight Watchers'
network

Unrealized
Value

monzo

K8S and etcd bug
introduced to servers
during update

New features and changes
deployed cause failures

Restart backend
components leading to full
platform outage

Increased
Risk
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Kubernetes OpenShift

1-3 months Release

hardening

Security fixes
100s of defect and performance fixes
200+ validated integrations
Middleware integrations
(container images, storage, networking, cloud services, etc)
9 year enterprise lifecycle management
Certified Kubernetes

12
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Automated and Integrated Security with Red Hat

Container Content

Cl/CD Pipeline

CONTROL
Application Security

Container Regqistry

Deployment Policies

Container Platform

DEFEND Network Isolation
Infrastructure

Audit & Logging

Container Host Multi-tenancy

Storage

API Management

EXTEND Security Ecosystem
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tacebook.com/redhatinc
®redhatnews

finkedin.com/company/re

redhat.com
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TECHNOLOGY DETAIL

TEN LAYERS OF CONTAINER SECURITY

INTRODUCTION

Containers have broad appeal because they allow users to easily package an application, and

all its dependencies, into a single image that can be promoted from development, to test, and

to producti it t change. C: iners make it easy to ensure consistency across environ-
ments and multiple deployment targets like physical servers, virtual machines (VMs), and private
or public clouds. This helps teams more easily develop and manage the applications that deliver
business value.

WHAT ARE CONTAINERS?

It depends on who you ask

INFRASTRUCTURE APPLICATIONS

OS kernel

Simpler, lighter, and den
virtual machi

e Portable acr
environment

Enterprises require strong security and anyone running essential services in containers will
ask, “Are containers secure?” and “Can we trust containers with our applications?" This paper
describes 10 key elements of security for different layers of the container solution stack and dif-
ferent stages of the container life cycle.

http://red.ht/2
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Docker & DIY vs Red Hat Enterprise Linux

UNTRUSTED RED HAT CERTIFIED
ZAH O Lol Q1= 2t &4t 5= Q&L It . AE QLAHOILO CHot M2 4= Qe 7|8 K|S
MUt 2Ol EHE|E AKX O{EAH 0| E T o d Y L|77}? . QEIZZI0|= 20| AIO| 29| L EZ AHE Tttt 20
SAENACIE SAEZ O|EA| ZHESHL| 749 AT Qe ZH Ol ool AME|g 4= Q= 2HIX

SAEZHOIA Y HB

APP
e (Certified Container Images

RUNTIME e (Certification Middleware RUNTIME
e Red Hat Container Registry
oS e Container Development Kit
e C(Certification as a service

HOST OS HOST OS
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OpenShift vs DIY Kubernetes

Red Hat OpenShift Container Platform DIY Kubernetes

Container Orchestration

Kubernetes

Kubernetes

Container Image

OCl-compliant/docker

BYO OCl-compliant

Container Runtime

CRIO/docker

BYO OCl-compliant Engine

Container Build RHCC/S2l/dockerfile None
Container Registry Quay/0SS docker registry None
Container Scanner OSCAP/Clair None
Cl/CD Automation Jenkins 2 None
IDE Che None

Web UX OpenShift Web Console Kubernetes Web Console

CLIUX oc/odo/kubectl kubectl

Service Catalog Operators/OSB-API None

Secrets Management

Kubernetes Secrets

Kubernetes Secrets

Supported/Preferred Runtime

RHOAR (EAP, Spring, vert.x, node.js)

None
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OpenShift vs DIY Kubernetes

Red Hat OpenShift Container Platform

Upstream Kubernetes

Service Mesh Istio, Jaeger, Kiali, Profana None
Logging EFK None
Metrics Prometheus/Grafana None
Storage OpenShift Container Storage None
Network OVN None
Ingress Kubernetes Ingress/Routes Kubernetes Ingress
Ingress Controller HA Proxy None
Egress Egress Router None

Authentication

Kubernetes Auth/RH-1dM

Kubernetes Auth

App Isolation Kubernetes scheduler Kubernetes Scheduler
Infrastructure Bare Metal, vSphere, KVM, OpenStack, AWS, GCP, Azure |BYO Linux
Infra Automation Ansible/Terraform/Operators None
Infra Management Admin Console None
Operating System RHEL or RHEL Core0QS None
CNCF Certified Kube Yes No
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OpenShift vs DIY

OpenShift Origin Kubernetes

Container Platform Upstream Orchestration Engine

ZolztorEd, = A QX[ 9| 5t zetd o= Y| 7| &2 H X[ & [
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Patches/Updates
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Certifications

RHEL/RHEL 7.x= Common Criteria certification- BSI-DSZ-CC-0999 & 2 & o
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OpenShift vs DIY

OpenShift Origin Kubernetes
Container Platform Upstream Orchestration Engine
Security
SAet El AEZE0|= 2ot o2 T2 M|~ ()

Red Hat Security Response B2 2N & MY / XNt 5|4
EOt: OpenShift= MCSE S5 SELlnux AEXEL| HEIAEO|M ZHO|HE F
HOLA ZMEZ Kuvernnetes ! OCI ZAH|O|H 7t K|S ot= 7|2 WY ALO|A H ()
S HCHEMN 2233 SELinux 0| E9tg K&

Single Sign On(SSO) X| & (OAuth, SAML) o
Support

SLA, Zg of| 2Z 0|8, =B S= EH 2te [
=X ZE [
224 Support ()
ME NERE XS MS o
ddE Vs a8 MEE == 7ls [
Z2HME 2|20 Cigt 2N A (Clayton Coleman, Jeremy Eder - etc) [
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OpenShift vs DIY

OpenShift Origin Kubernetes

Container Platform Upstream Orchestration Engine

Consulting, TAM and Training Certification

Red Hat X 215 TtEHS| ME7L AEE o
W2 AL YA gers H2 AHE 2EE Sl MM HE HS [ )
uF S AAZ HA [ )

Quality Assurance
QA / &2Hd HIAE / Hardening

N5, 23N, 78N R oHMS HAE 2= O

Ecosystem
Amazon AWS, Google GCE, Microsoft Azure2t Z+2 0j2{ 222 L

3rd Party Independent Software Vendor X| & :

Of : AHO|H B! S 2E0M HAE=SE =2

Openstack, Openshift (*), Satellite, Cloudforms, 2 E 2| X| (Ceph & Gluster) %
Another Tower [* - &% FA| 0| 12| Red Hat Cloud SuiteZ EH|AE ot FA|| AEH ()
E3}

o -

Open vSwitch (NetFlow &1 0f 2[5l 22| k| = VXLAN £FM)E S¢F et &
7ts¢t SDN X| &

EBS, Cinder X GCES S¢t ST =25=%I¢t 38 2 E2X| Z2H[X S
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OpenShift vs DIY

OpenShift Origin Kubernetes

Container Platform Upstream Orchestration Engine

Developer Productivity

WL XHE /8t Container Development Kit Xl &

HEHELR M 7|8 S 724 EHE (Web IDE) S

CodeReady Workspaces

HAE, 2ot 8l X| A k|= O|0|X| 7} U= Atomic Registry XS
Ol : EAP, BRMS, BPMS, Python &

HE-HEE YIS

22 7S

Innovation Labs Quick Start/Support

NE 2EM0| Y2H(RFE Submissions)

T2HE 2| 0| Cfg WA A

Cl/ CD £ : OpenShiftE Jenkins, git X 7|Et 2A EES XA

Cloudforms2t &2 El 29 22|

gl X|AE2|: OpenShifte ZEH M =F ZH| 0| O|O[X| | X|AEE| (Atomic
Registry, Satellite 3! =& & AAHANME AL E)E XS, Docker Z4H| O]
Ho| A2 = MI k= 7|2 HA[AEe|ECt 2N 7| 50| 2251 7| 50| F o H
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OpenShift vs DIY

OpenShift Origin Kubernetes
Container Platform Upstream Orchestration Engine
Monitoring and telemetry
EFK (Elasticsearch, FluentD, Kibana - ELK 2 Ef 1} H| == Bh °
Y MO MR US AN I A2EE B2
Hawkular / Heapster / Cassandral| & M| E 2] AEH
Role 7|gt AMA HEE
Third party support
EE YA °
0f : F5, Avinetworks, Amazon ELB 3 7|E} TR ZE 2 M X5 AN 2| X|&
N =5 -appdev 27 SEAZREH S 205 dHSH7| flet 21T °
0l : Appdynamics
o SR 32X S °
Ol : Amazon AWS, Google GCE, Microsoft Azure




24

RHOCP vs DIY

OpenShift vs DIY

OpenShift Origin Kubernetes
Container Platform Upstream Orchestration Engine
Monitoring and telemetry
EFK (Elasticsearch, FluentD, Kibana - ELK 2 Ef 1} H| == Bh °
Y MO MR US AN I A2EE B2
Hawkular / Heapster / Cassandral| & M| E 2] AEH
Role 7|gt AMA HEE
Third party support
EE YA °
0f : F5, Avinetworks, Amazon ELB 3 7|E} TR ZE 2 M X5 AN 2| X|&
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Red Hat OpenShift Container Platform
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OPENSHIFT OPERATOR OPENSHIFT ADMINISTRATOR
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MEW TO LINUX
RHCSA Rapid Track Course

RHCSA Rapid Track Course

QIEAZE A2| R} A
- _— - O Deploying Containerized
Applications Technical Overview
Deploying Containerized
Applications Technical Overview

= OpenShift Operator

Introduction to Containers, Kubernetes,
and Red Hat OpenShift

Intreduction to Containers, Kubernetes,

= OpenShift Administrator and Red Hot Openshif

DOCKER RELEASE ENGINEER

Red Hat OpenShift Administration |
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EXPERIENCE WITH LINUX

Red Hat Certifie
System Administrator

Required Certification

Deploying Containerized
Applications Technical Overview

Introduction to Containers, Kubernetes,
and Red Hat OpenShift

Red Hat OpenShift Administration |

Automation with Ansible |

MID-LEVEL OPENSHIFT ADMINISTRATOR

Red Hat OpenShift Administration Ii:
High Availability

MINISTRATOR, ENGINEER
R PLATFORM/SYSTEM ARCHITECT
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QIA|ZE J{etX} IFA

=  Non-Docker Developer

= OpenShift Developer

=  Container Application
Developer

=  Microservices Developer
Deploying to OCP

= JEE Developer Deploying

Microservices to OCP

NON-DOCKER DEVELOPER

RHCSA Rapid Track Course

Deploying Containerized
Applications Technical Overview

Introduction to Containers, Kubernetes,
and Red Hat OpenShift

DOCKER DEVELOPER

OPENSHIFT DEVELOPER

Deploying Containerized
Applications Technical Overview

Introduction to Containers, Kubernetes,
and Red Hat OpenShift

Red Hat OpenShift Development I:
Containerizing Applications

Red Hat Certifie

OpenShift Applicatio

CONTAINER APPLICATION DEVELOPER

CONTAINER APPLICATION DEVELOPER

Red Hat OpenShift Development |:
Containerizing Applications

Red Hat Certified Specialist in
OpenShift Application Development

CONTAINER DEVELOPER

RELEASE ENGINEER

MICROSERVICES DEVELOPER DEPLOYING TO OCP

Introduction to Containers, Kubernetes,
and Red Hat OpenShift

Developing Cloud-Native Applications
with Microservices Architectures

Red Hat OpenShift Development I:
Containerizing Applications

»d Hat Certified Specialist in

\Shift Application Development

Red Hat OpenShift Development Il
Creating Microservices with
Red Hat OpenShift Application Runtimes

CONTAINERIZED MICROSERVICES DEVELOPER

JEE DEVELOPER DEPLOYING MICROSERVICES TO OCP

=71

Deploying Containerized
Applications Technical Overview

Introduction to Containers, Kubernetes,
and Red Hat OpenShift

Red Hat Application Development Ii:
Implementing Microservice Architectures

ervices Developer

Red Hat OpenShift Development |
Containerizing Applications

OpenShift Applicatio lopment

MICROSERVICES DEVELOPER




Thank you

Red Hat is the world’s leading provider of enterprise
open source software solutions. Award-winning support,
training, and consulting services make Red Hat a trusted

adviser to the Fortune 500.

m linkedin.com/company/red-hat facebook.com/redhatinc

E youtube.com/user/RedHatVideos u twitter.com/RedHat

& RedHat



