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https://www.boannews.com/media/view.asp?idx=109910

The 8 Most Vulnerable Ports to Check When Pentesting

https:.//www.makeuseof.com/vulnerable-ports-check-when-pentesting/

This kind of modification is highly discouraged and doesn't fall under tested/documented methods, keeping in mind
that the Red Hat Core OS was already designed with all the possible security measures in hand.

» Red Hat Core OSE= 0]|0] 2 = 7} HOF =X E 12{6l0] 44

One such security measure is the accessibility of the RHCOS machines that is possible only through the SSH access keys
generated prior to the installation, which is compatible only with the

» HX] Z0f Mg SSH M| A 7| = SHA|PH 7}5 8 Red Hat Core OS A]AEI0] UM A 715

https://access.redhat.com/solutions/5495101
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RHEL CoreOSE T1H|O|L| SAEE OHHGHY ES

ContainerS 7| &95}l= Host OSOj| HHEts 74d

&3t RHEL CoreOS

Minimal Only what's needed to run containers
Secure Read-only & locked down
Immutable Immutable image-based deployments & updates

Always up-to-date

OS updates are automated and transparent

Updates never break my apps

Isolates all applications as containers

Updates never break my cluster

OS components are compatible with the cluster

Supported on my infra of choice

Inherits majority of the RHEL ecosystem

Simple to configure

Installer generated configuration

Effortless to manage

Managed by Kubernetes Operators
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SELINUX, NAMESPACES, SECCOMP CGROUPS2|
LINUX SECURITY 7|== 0|23t HOSTOS ES

CONTAINER CONTAINER  Security in the RHEL host applies to the container

SECCOMP
CGROUPS

SELINUX and Kernel Namespaces are the one-two punch no one can beat

SELINUX
NAMESPACES

Protects not only the host, but containers from each other

Identity AUDIT/LOGS SVIRT

* RHEL CoreOS provides minimized attack surface
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Provides cluster-level configuration, enables rolling upgrades, and prevents drift between new and existing
nodes.

The MCO is the heart of what makes RHCOS a kube-native operating system.

Configure Kernel Arguments for the Cluster a[.n' Version mach-i rjeconfi guration.openshift.io/vl
kind: MachineConfig
oc create -f 50-kargs.yaml metadata:
oc edit mc/50-kargs labels:
machineconfiguration.openshift.io/role: worke

MCO can be paused to suspend operations r name: 50-kargs

Provides control for when changes can be deployed spec:

KernelArguments:
audit=1

Custom MachinePools can have inheritance audit_backlog_limit=8192

Enables MachineConfigs to scale net.ifnames.prefix=net

Product Manager: Ben Breard
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SCC(Security Context Constraints) 2 S E 29 8! E2H O

» Allow administrators to control permissions for pods
* Restricted SCC is granted to all users

* By default, no containers can run as root

- Admin can grant access to privileged SCC

« Custom SCCs can be created
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LDAP % SSO HZZE AIE2X AHE & O &)

OpensShift includes an OAuth server Supported Identity Providers include

Identifies the person requesting a token, * Keystone

using a configured identity provider . LDAP

Determines a mapping from -

that identity to an OpenShift user Gigiub
GitLab

Issues an OAuth access token

which authenticates that user to the API »  GitHub Enterprise (new with 3.11)
Google

OpenlID Connect

Security Support Provider Interface (SSPI)
to support SSO flows on Windows (Kerberos)



Red Hat OpenShift Z3HE #gt & -k

RBACS R HA| S21E2| H0of Hst &2

Role based authorization
Project scope & cluster scope available
Matches request attributes (verb,object,etc)

If no roles match, request is
denied ( deny by default )

Operator- and user-level
roles are defined by default

Custom roles are supported

For more information see: Managing RBAC in OpenShift
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