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"Kubernetes is open source-a contrast to Borg and Omega,
which were developed as purely Google-internal systems. "
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INSTALL DEPLOY
= Templating + Identity & Security Access
« Validation = App Monitoring & Alerts
+0S Setup « Storage & Persistence
» Egress, Ingress & Integration

= Host Container Images
* Build / Deploy Methodology

Source : The New Stack, The State of the Kubernetes Ecosystem, August 2017

» Platform Monitoring & Alerts
* Metering & Chargeback

« Platform Security Hardening
+Image Hardening

= Security Certifications

« Network Policy

- Disaster Recovery

* Resource Segmentation

OPERATE

- OS Upgrade %' Patch

* Platform Upgrade 2! Patch
- Image Upgrade < Patch

« App Upgrade 2! Patch

- Security Patches

= Continuous Security
Scanning

= Multi-environment Rollout

* Enterprise Container
Registry

» Cluster & App Elasticity
* Monitor, Alert, Remediate

* Log Aggregation
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What is OpenShift ?

OpenShift == Enterprise Kubernetes
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- Ashesh Badani, Red Hat

Why running your own Kubernetes deployment could
be a terrible idea

https://www.techrepublic.com/article/why-running-your-own-kubernetes-deployment
-could-be-a-terrible-idea/
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* The cluster should use...
» Make sure to back up...

* Swap must be disabled...

Preview Version
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INSTALL DEPLOY
= Templating + Identity & Security Access
« Validation = App Monitoring & Alerts
+0S Setup « Storage & Persistence
» Egress, Ingress & Integration

= Host Container Images
* Build / Deploy Methodology

Source : The New Stack, The State of the Kubernetes Ecosystem, August 2017

» Platform Monitoring & Alerts
* Metering & Chargeback

« Platform Security Hardening
+Image Hardening

= Security Certifications

« Network Policy

- Disaster Recovery

* Resource Segmentation
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- OS Upgrade %' Patch

* Platform Upgrade 2! Patch
- Image Upgrade < Patch

« App Upgrade 2! Patch

- Security Patches

= Continuous Security
Scanning

= Multi-environment Rollout

* Enterprise Container
Registry

» Cluster & App Elasticity
* Monitor, Alert, Remediate

* Log Aggregation
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Bastion Server

« REDOWL SecureQS
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t Red Hat OpenShift Container Platform

(Server 9 =2 1128 0|4 xX])

Master #1 Mastar #2 Master #3 Infra #1

Worker #1 Worker #2  Worker #3 Worker #4 Worker #5 Worker #6  Worker #7
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OpenShift Node=2 CoreOS AtE
Master Node 3CH

Infra Node 3CH

Worker Node 704
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CoreOS SSH Port H3E 27 (A openmary

EDIRIF

52 AfB] FZH A MHA SSHE Sot 2349 (g 27 0fm5] $/#
8Z ot 2t F 4436709 IPEFE] Of 65PH19f SSH 72 L& Al 2
SSHO| AlB|~ #E #Z, root 39| 87 =19 A, 8t WAL F4 5 AHsfof

https//www.boannews.com/media/view.asp?idx=109910

The 8 Most Vulnerable Ports to Check When Pentesting

https://www.makeuseof.com/vulnerable-ports-check-when-pentesting/

This kind of modification is highly discouraged and doesn't fall under tested/documented methods, keeping in mind
that the Red Hat Core OS was already designed with all the possible security measures in hand.

» Red Hat Core OSE 0]|0] 2 & 7o H9F =X E n2oj0] 24

One such security measure is the accessibility of the RHCOS machines that is possible only through the SSH access keys
generated prior to the installation, which is compatible only with the

« HX] S0 M/ go SSH WA A 7| E SHA T 7Hs5 8 Red Hat Core OS A AHIO)| B A 7Hs

https://access.redhat.com/solutions/5495101



Red Hat OpenShift OS Layer 22t

RHEL CoreOSE TH|O| SAEE OGS ES

ContainerS 7| &95}l= Host 0s0f| Hetsk 74

Minimal Only what's needed to run containers
Secure Read-only & locked down
Immutable Immutable image-based deployments & updates

Always up-to-date

OS updates are automated and transparent

Updates never break my apps

Isolates all applications as containers

Updates never break my cluster

Supported on my infra of choice

oS components are compatlble with the cluster

Inherits majority of the RHEL ecosystem

Simple to configure

Installer generated configuration

Effortless to manage

Managed by Kubernetes Operators

openmarvy
E0121F



New Paradigm for Operating System ng_rflﬁ;?ﬂf U

You must see operating system as one of many components of OpenShift that it installs and manages

» System administrator would not have to ssh into machines/vms to tune, config, patch or upgrade RH
CoreOS. In fact RH recommends disabling ssh into OpenShift's machines/vms in production

* RHEL CoreOS is the minimum set of libraries and kernel needed to run containers

« RHEL CoreOS is immutable

 admins cannot install new libraries

- admins cannot alter certain filesystems (only /etc and /var are writable)



Red Hat OpenShift OS Layer E¢t 7|& ) So2nman

CONTAINER

SELINUX
NAMESPACES
SECCOMP

CGROUPS

SELINUX, NAMESPACES, SECCOMP. CGROUPS2]
LINUX SECURITY 7| =& 0|28t HOSTOS 25

CONTAINER

L

Identity

AUDIT/LOGS

SVIRT

Security in the RHEL host applies to the container

SELINUX and Kernel Namespaces are the one-two punch no one can beat

Protects not only the host, but containers from each other

RHEL CoreOS provides minimized attack surface



Red Hat OpenShift CoreOS &

RHEL CoreOSZ ZigH| 0|

Red Hat Enterprise Linux CoreOS is versioned with OpenShift

CoreOS is tested and shipped in conjunction with the platform.
Red Hat runs thousands of tests against these configurations.

Red Hat Enterprise Linux CoreOS is managed by the cluster

The Operating system is operated as part of the cluster,

with the config for components managed by Machine Config Operator:

CRI-O config
Kubelet config
Authorized registries
SSH config

openmarvy

QEOR IF

S2AEE QHSH B2

OPENSHIFT PLATFORM

S

868

OPERATING SYSTEM

INUX CoreQOS
- 2

RED
- EN ERPRISE
=

OPENSHIFT 4



Machine Config Operator (MCO) openmaru

QEOR IF

Provides cluster-level configuration, enables rolling upgrades, and prevents drift between new and existing
nodes.

The MCO is the heart of what makes RHCOS a kube-native operating system.

Configure Kernel Arguments for the Cluster ar:ri Version': machi r:leconf‘i guration.openshift.io/vl
kind: MachineConfig
oc create -f 50-kargs.yaml metadata:
oc edit mc/50-kargs labels:

machineconfiguration.openshift.io/role: worke
-

MCO can be paused to suspend operations name: 50-kargs

Provides control for when changes can be deployed Spec:
KernelArguments:
audit=1
Custom MachinePools can have inheritance audit_backlog_limit=8192
Enables MachineConfigs to scale net.ifnames.prefix=net

Product Manager: Ben Breard



Machine Config Operator (MCO) &% 1’3 openmary

LEORIF

1. Validates node state

OS_VERSION
= [hash] I s— L
Provides the connective tissue between the controllers a

and operating system to handle the following:
Cordin / uncordins nodes 2. Validate cluster state & policy to a
Drain pods pply change

Apply OS updates Maxula:ailabie
Apply config changes
Apply changes for systemd units

Reboot

3. Change is rolled across cluster

_
B —HHS

S s B N




Red Hat OpenShift 235 SCC E ¢t openmary

SCC(Security Context Constraints) 2 S8 20t % E2H

Allow administrators to control permissions for pods
* Restricted SCC is granted to all users

* By default, no containers can run as root

- Admin can grant access to privileged SCC

- Custom SCCs can be created




Red Hat OpenShift Z3 & Oauth 2t openmary

LDAP % ssO HZZ AI2X A & 08 e

OpenShift includes an OAuth server Supported Identity Providers include

Identifies the person requesting a token, - Keystone

using a configured identity provider . LDAP

Determines a mapping from I

that identity to an OpenShift user R
GitLab

Issues an OAuth access token

which authenticates that user to the API » GitHub Enterprise (new with 3.11)
Google

OpeniD Connect

Security Support Provider Interface (SSPI)
to support SSO flows on Windows (Kerberos)



Red Hat OpenShift E3 & Aot & openmary

RBACSE MK SEE2| H O As &2

Role based authorization
Project scope & cluster scope available
Matches request attributes (verb,object,etc)

If no roles match, request is
denied ( deny by default )

Operator- and user-level
roles are defined by default

Custom roles are supported

For more information see: Managing RBAC in OpenShift
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Cloud
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Container
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Cloud
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Red Hat OpenShift Container Platform< Java, Node.js, .

Image Stream 4% 3= Sof C}Y St Containerg AH|A & == QIS L L}

NET, Perl, Ruby, PHP, Python &

CHFYSF Runtime 224 2 2| T Template CatalogE X| & SHH 0| 2| 0| = Docker Build S

.NET Core 3.1

Perl 5.26, Perl 5.30

Node.js 12, Node.js 14, Node.js 16
PHP 7.3, PHP 7.4

Python 2.7, Python 3.6, Python 3.8
Ruby 2.5, Ruby 2.6, Ruby 2.7, Ruby 3.0
Go 1.16.12

Java 8,11, 17

0|40

81

Red Hat JBoss EAP 7.3, 7.4

Red Hat JBoss Web Server(Tomcat) 3.1(7.0,8.0), 5.6(9.0)
Red Hat JBoss Data Grid 7.3, 8

Red Hat JBoss A-MQ 6.3

Red Hat Single Sign-On 7.5

Red Hat JBoss Fuse Integration Services 7.10

Red Hat JBoss Data Virtualization 6.4

Apache httpd 2.4

Nginx 1.16, 1.18, 1.20

DataBase

Framework

MariaDB 10.3, 10.5
MySQL 8.0
PostgreSQL 10, 12, 13
Redis 5, 6

Spring Boot 2.3, 2.4
Quarkus 2.2

Eclipse Vert.x 4.x

Jenkins2

7| E}

catalog.redhat.com/software/containers/search Of
#S A 0|0|K| = X
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Red Hat OpenShift Container PlatformE NFS, SAN, iSCSI, FiberChannel 5 2% 2l 2= 2|X] % OfL| 2} OpenStack Cinder, OpenStack Manila, Red Hat OpenShift Data
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HostPath g
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