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Architecture

22t E H|O|E|E (Container)

VS.

T

22t E 0|2l ( Virtualization )

Service Model

)

Saas : Software As A Service

PaaS : Platform As A Service

N

laasS : Infrastructure As A Service
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Independent, autonomous, stateless, processes

g 2l

opeNnmMarv
QEORIF

Agss Al
239 E YlojE| 2 ofSz2|A| oM fue =

A
=T

Cloud Environment Q

".)‘
AR

Configuration sources, service references

..'. s | —

®
'. by Red Hat

Y

Open|DK §gkqfkq
of7|8 E
l!' ‘ mongoDB

- - "‘_ H
¥  Microservices - redis
CouchDB

Application as composition of polyglot services

Cd < )
(B0,
CO.FOUNDATION “

DevOps

o,

.22 o0y

Build, package, deploy, observe



7|E of=Z2|#|0|M1} Cloud Native Oj Z2|#|0]M H|

openmMarv
REOIRIF

=R 7| & ofE2| 7|04 Cloud Native O &2|#|0]
Y B3 £c| Mb 34 ZgolH F4
2E Scale Up (%] &%) Scale Out (=3 &H%h
ag 330 xY F@ &5 & MH|A 7|6t
mat ol =Y E1Z oo olmpt EXoz 0|EY BH
Delivery &'H EESBOZ T2 4 Agile & Continuous Delivery
Ny =7 2Z IDEfYE =7 S22 E 7|8 X558 g =7
ZEFZE AMEE3 E WY, 29, 22 E DevSecOps, NoOps £+ &




Proof Of Concept

Virtualization

OPENMARU © 2022 | Al Rights Reservec



FHU|E|~, HEHS 0[sf 810 YBHel EY 0f2$... Q) geenmary

| S—,

VMY0]7} D' AMA|StD U= FHUYE|A ME) ZAF BEOMOj| o|3HH X| a0 0]0] S 22 7|U0| FHUE[AS
MEYSD RICHs HE SHAX|D, 1 PHOIA 0f2] AXSE o4n Y= HO2 LEERLY,

https://www.datanet.co.kr/news/articleView.html?idxno=174878
- 438 7I=X|d 9F 1
- AMWSHE GFO0| Z=THX| PoCE SollM BT

5 =2 HHS0] 174 2 A0 Cf S0| 7ts5tCtn o x| 2, EE OEX|

.
™

. AE{Z20|xE FH{LE|A X|2
. £4 AZLEE 0|S8M 2FE H2 XM DIl S, Hok BT, BE 20|ZA0IZE 9IF Yaols
Ol%; S otm 20| 7}0} 3H= i} OfEH7tR|
- /= 2 wE of 3t 350 7ts

>
2
lo
=
e
2
o
ro
>
0
o
nE
mjo
>
30
£
=)
ra
Ty
N
IE
1o
J
=
=2
-]
ro



KUBERNETES € N[ &4F5}7| 0|8 = O|7&=?

Kubernetes
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- Ashesh Badani, Red Hat

Why running your own Kubernetes deployment could
be a terrible idea

https://www._techrepublic.com/article/why-running-your-own-kubernetes-deployment
-could-be-a-terrible-idea/
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- Kubernetes?] 8% 150]| 3~4 BT 2] Major Release
» 2023UA|HA 213 FUH0| release®t 1.22.x HE YA| maintain &

. U YO|=E HFZF Dependency0| CHst HEst 2Ho| £ 58
https://kubernetes.io/docs/tasks/administer-cluster/kubeadm/kubeadm-upgrade/

* The cluster should use...
» Make sure to back up...

« Swap must be disabled...

Preview Version
Latest Version
Older Version, Stil Maintained
Old Version

7T

https://en.wikipedia.org/wiki/Kubernetes
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= 212 Kubernetes SS{AE #2|xt2 &

Introducing 7.16.2 and 6.8.22 releases of
Elasticsearch and Logstash to upgrade
Apache Log4j2

By Tom Callahan, Quin Hoxie, Rajiv Raghunarayan

https://www.elastic.co/kr/blog/new-elasticsearch-and-logstash-releases-upgrade-apache-log4j2
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Kubernetes AI2X} &
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INSTALL DEPLOY
» Templating « Identity & Security Access
+ Validation * App Monitoring & Alerts
+0S Setup « Storage & Persistence
+ Egress, Ingress & Integration

» Host Container Images
+ Build / Deploy Methodology

Source : The New Stack, The State of the Kubernetes Ecosystem, August 2017

+ Platform Monitoring & Alerts
* Metering & Chargeback

« Platform Security Hardening
*Image Hardening

« Security Certifications

* Network Policy

- Disaster Recovery

* Resource Segmentation

OPERATE

Conhdential

= OS Upgrade %' Patch

« Platform Upgrade 2! Patch
« Image Upgrade % Patch

» App Upgrade 2! Patch

= Security Patches

« Continuous Security
Scanning

» Multi-environment Rollout

* Enterprise Container
Registry

* Cluster & App Elasticity
* Monitor, Alert, Remediate

_+Log Aggregation |
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— S T T T + OpenShift Node=2 Core0S AlE
!j ) Master Node 3CH
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Bastion Server

Worker Node 7CH
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‘ Red Hat OpenShift Container Platform

(Server EQt Z 2 138 0|4 X))

- CoreOS OpenShift2] ApplianceE 2 %] 0f|2] =X

Master #1 Master #2 Master #3 Infra #1 Infra #2 Infra #3 = Coreos% SSH Iﬁ-l _J_.l\_'éél» -J'F ﬂE %% e_ *.I H.l ()Ll
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CoreOS SSH Port HA 8H /2 openmary

Y g QEDNEIF

2f A AH A2 HE AH[A SSHE St A9 2 FF ojHs] g&
82 Bt SI7F Z 443679 IPE2E] OF 650149 SSH 2 XF2| L2 Al 2
SSHO| A{H|A ZE HZ root ZJFO AZF =121 54, Zet A HH 5 A|H)of

https://www.boannews.com/media/view.asp?idx=109910

The 8 Most Vulnerable Ports to Check When Pentesting

https:.//www.makeuseof.com/vulnerable-ports-check-when-pentesting/

This kind of modification is highly discouraged and doesn't fall under tested/documented methods, keeping in mind
that the Red Hat Core OS was already designed with all the possible security measures in hand.

» Red Hat Core OSE= 0]|0] 2 = 7} HOF =X E 12{6l0] 44

One such security measure is the accessibility of the RHCOS machines that is possible only through the SSH access keys
generated prior to the installation, which is compatible only with the

» HX] Z0f Mg SSH M| A 7| = SHA|PH 7}5 8 Red Hat Core OS A]AEI0] UM A 715

https://access.redhat.com/solutions/5495101



Red Hat OpenShift OS Layer E ¢t

RHEL CoreOSE T1H|O|L| SAEE OHHGHY ES

ContainerS 7| &95}l= Host OSOj| HHEts 74d

&3t RHEL CoreOS

Minimal Only what's needed to run containers
Secure Read-only & locked down
Immutable Immutable image-based deployments & updates

Always up-to-date

OS updates are automated and transparent

Updates never break my apps

Isolates all applications as containers

Updates never break my cluster

OS components are compatible with the cluster

Supported on my infra of choice

Inherits majority of the RHEL ecosystem

Simple to configure

Installer generated configuration

Effortless to manage

Managed by Kubernetes Operators

opeNnmMarv
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New Paradigm for Operating System et ke

You must see operating system as one of many components of OpenShift that it installs and manages

+ System administrator would not have to ssh into machines/vms to tune, config, patch or upgrade RH
CoreOS. In fact RH recommends disabling ssh into OpenShift’s machines/vms in production

* RHEL CoreOS is the minimum set of libraries and kernel needed to run containers

* RHEL CoreOS is immutable

admins cannot install new libraries

- admins cannot alter certain filesystems (only /etc and /var are writable)



Red Hat OpenShift OS Layer 2¢Qt 7| & B e

Do g

SELINUX, NAMESPACES, SECCOMP CGROUPS2|
LINUX SECURITY 7|== 0|23t HOSTOS ES

CONTAINER CONTAINER  Security in the RHEL host applies to the container

SECCOMP
CGROUPS

SELINUX and Kernel Namespaces are the one-two punch no one can beat

SELINUX
NAMESPACES

Protects not only the host, but containers from each other

Identity AUDIT/LOGS SVIRT

* RHEL CoreOS provides minimized attack surface



Red Hat OpenShift CoreOS &0t

RHEL CoreOSZ ZiH|0|{ SAEE

Red Hat Enterprise Linux CoreOS is versioned with OpenShift
CoreOS is tested and shipped in conjunction with the platform.

Red Hat runs thousands of tests against these configurations.

Red Hat Enterprise Linux CoreOS is managed by the cluster

The Operating system is operated as part of the cluster,

with the config for components managed by Machine Config Operator:

CRI-O config
Kubelet config
Authorized registries
SSH config

AHSH B=

OPENSHIFT PLATFORM

S
888

OPERATING SYSTEM

ENTERPRISE

W [INUX Core0S

- = A2 _
OPENSHIFT 4

opeNnmMarv
QEORIF



Machine Config Operator (MCO) openmMary

QEOIR IF

Provides cluster-level configuration, enables rolling upgrades, and prevents drift between new and existing
nodes.

The MCO is the heart of what makes RHCOS a kube-native operating system.

Configure Kernel Arguments for the Cluster a[.n' Version:. mach-i rjeconfi guration.openshift.io/vl
kind: MachineConfig
oc create -f 50-kargs.yaml metadata:
oc edit mc/50-kargs labels:
machineconfiguration.openshift.io/role: worke

MCO can be paused to suspend operations r name: 50-kargs

Provides control for when changes can be deployed spec:

KernelArguments:
audit=1

Custom MachinePools can have inheritance audit_backlog_limit=8192

Enables MachineConfigs to scale net.ifnames.prefix=net

Product Manager: Ben Breard



Machine Config Operator (MCO) &%} 1H’d SEom

1. Validates node state

OS_VERSION
= [hash] ' T -
Provides the connective tissue between the controllers 3

and operating system to handle the following:
1. Cordin / uncordins nodes 2. Validate cluster state & policy to a

Drain pods pply change

Apply OS updates MaxUn=a¥ailable
Apply config changes
Apply changes for systemd units

Reboot

3. Change is rolled across cluster

—
B 1S

SR s WN




Red Hat OpenShift ESH& SCC E ¢t openmary

SCC(Security Context Constraints) 2 S E 29 8! E2H O

» Allow administrators to control permissions for pods
* Restricted SCC is granted to all users

* By default, no containers can run as root

- Admin can grant access to privileged SCC

« Custom SCCs can be created




Red Hat OpenShift 23& Oauth 22t openmary

LDAP % SSO HZZE AIE2X AHE & O &)

OpensShift includes an OAuth server Supported Identity Providers include

Identifies the person requesting a token, * Keystone

using a configured identity provider . LDAP

Determines a mapping from -

that identity to an OpenShift user Gigiub
GitLab

Issues an OAuth access token

which authenticates that user to the API »  GitHub Enterprise (new with 3.11)
Google

OpenlID Connect

Security Support Provider Interface (SSPI)
to support SSO flows on Windows (Kerberos)



Red Hat OpenShift Z3HE #gt & -k

RBACS R HA| S21E2| H0of Hst &2

Role based authorization
Project scope & cluster scope available
Matches request attributes (verb,object,etc)

If no roles match, request is
denied ( deny by default )

Operator- and user-level
roles are defined by default

Custom roles are supported

For more information see: Managing RBAC in OpenShift
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* Red Hat JBoss EAP 7.3, 7.4 Jlet = catalog.redhat. com/software/containers/search 0 2= 0|
» Red Hat JBoss Web Server(Tomcat) 3.1(7.0,8.0), 5.6(9.0) OlAle] B HAE o|0|A 2 HIA

*» Red Hat JBoss Data Grid 7.3, 8

* Red Hat JBoss A-MQ 6.3

OIE01 |« Red Hat Single Sign-On 7.5

= Red Hat JBoss Fuse Integration Services 7.10
= Red Hat JBoss Data Virtualization 6.4
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A olHe 222 22|52 5 EFK (ElasticSearch-Fluentd-Kibana) A&t
,AI2EE S0 =8E 208 D|8tez 2HE

ot 2 2% 2O W=

Rest API f| 52 S8t se2Yaa
s \ | ( )
hufter searcher visualize
UH %alaﬂ DI@ | HTHTHIETIT TR R
23 input . ; |
7 formatter indexer search string
parser A
Al AE parser
23 output Elastic Search
7 DB
o =1 =4 o Al 2]
= A ‘I A = ¥ % /}‘ ) | 2"
\ ) | )
|l 1 ) ¢
Fluentd Elastic Search Kibana
° 2E ns
grep 2O €7 2XAIE, BB, = TEFHIA ¥E 2R 0HEN vt 22 +ZT

record transformer 2192 S XEL FSHE AU £

stdout Filter plugin E3 HES 2= stdout £ CFE output HES MAH =

2510 json, tsv S EM XH
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Red Hat OpenShift Container Platform2| Node2} Pod2| 2| 44 M ER 2 PrometheusE Sall =8, ZUEHZE ULt 2|2 Web Conzole?| ¥ 2ZCY HER 5
HoeZ 8 22 =2| CPU, Memory, Network AFEEE E21g = 20, CHAIZ2E OIFE Sl 22 AH, Namespace, Node, Pod 0l CHEt AAA Q1 2] & A A}

¥ ZUHZ EUCh

HAZE B2 HES M= 0 ofH A2 £ o ofH

-

e e
O Mtpd-example-1-4sbb8 & ey [ - ————— —_— ——n

M 7= ﬁ ’Is
» T E¥ DLUEE(CPU, Memory, Disk I/0, Network)
» POD 2 ZAIZF CPUMemory / Network 2LIEIE « POD/Project/Cluster 2 M0l 2|4 A A2HE

[=eyr—}
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DO S A~
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i

St ZA0 A LR 20| Private Image RegistryE F#E510 216014 0|0/ X

2%}
a
re
m
Y
ra
i
e
M
=)
ol
(lon

@ 2| £Y Container Image Registry 35

Docker Hub /
Qauy.io

. 9% CIEH0| HIE JbSE B ME 2 HE

Ol OlOIAl & &AZ JtAE =+ 2UCH
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Red Hat OpenShift Container Platform = NFS, SAN, iSCSI, FiberChannel & & 8t& ¢l A£2] X 20 0fL] 2t OpenStack Cinder, OpenStack Manila, Red Hat
OpenShift Data Foundation S CtaIst AE2|X| Jtalst £F 8 2 AX5t= U2 HISEUCH A old= 2 28t 82H2 238 (Persistent Volume Claim)at 12

RHOCP= 270 Z= MA &Z2HPersistent Volume)2 & ELICL
el AE2X| DA HS 2l A 2c 49y

.

3 ReadWhiteOnce | ReadOnlsMany | ReadWiteMany plug A Beds | FE1E o
EEEe S i ReadriteOnce RWO %%le E%:_gk[l] }r_ei_aé-
Azure File v " 4 & ¥ a2
Azure Disk v v ReadOnlyMany ROX Zg glﬁgg read- only
Cinder v v 1
Fiber Channel N4 & ReadWriteMany R :n:ehéig}%}riai_
GCE Persistent Disk v Y
HostPath v
isCs of | J
Local Yolume v
NFS v v v
OpenStack Manila v v
Red Hat OpenShift Data Foundation v v
VMware vSphere v . | o ‘ RedHat
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Red Hat OpenShift Container Platform= NFS, SAN, iSCSI, FiberChannel = & 2H4 2l
OpenShift Data Foundation S CISt AE2| K| IS £FHE AN SH= UCtE /2
RHOCP= 270l = M B2HPersistent Volume)2 EFELICH

NEZES 93t A% 14 7k AE2(X]| 7|2

—

I'Itl

o

fLICH 2Hold= €8

2t B4E

=

AE2| K 20 otL] 2t OpenStack Cinder, OpenStack Manila, Red Hat
g & (Persistent Yolume Claim)at2

Block Glr 4l Ol2 2805 AY AT AY

File Glr 4l ol 2805 F4 2= +4 2I515] 24 JiSlsl AY

Object ol ol A AT -4 8l —+4 8IS +48 E2HS(7]
| ReadOnlyMany

2 ReadWriteMany

3 metricl AFZ%l= 2|2 2I£2 Prometheus2 LICH

4828 A3, vM 82|18 ClA3, YWDK, NFSE S8 S, AWS EBS & Azure Disklll = H8&IX| ¥&U Ch

5 metric| 22 RWX(ReadWriteMany) 24 H| A ECQ o

S PYC(Z T 28 2200 A RWX UHIA BSE A6 C UV"AIQ

6222 AR BF AER|A| AFR 2 2te| IHEIYLICH ElasticsearchSS &I 280| Z L CH
7 OpenShift Container Platform2| PV $£= PVCE SiHd= 2B HEE AER|XIDt AIB IR F&LUICHE BE 2

ECIXIE ABstE 212 UZH0IX FSLICHL T &

SHE A

ArZshs

22 metricdt N AIESIEE £+ 4
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M

[k

t2] K= Web Console £&= CUZ AHIA £21 Podlll B8 == A 20, configuration0|Lt 228 &2 5= ASUCH €8 rsyncE Sl Pod LIFL WEE 2
I Al AE0l upload/download 3t= 2158 ®MIZB& UL

SSH Ej0]d = upo} Container File up/download %t

I

@ httpd-example-1-4sbb8 < mewng

“ -
rsync -
N 1 oAz
u - o
Vg
[Web Console]
- [<] kko — oc¢ rsh httpd-example-1-4sbbll — 82x14
TiLo!
‘ oc get pod 1-‘""'2 ggs(ig -> ﬁE'IlolL-')
NAME READY STATUS
httpd-example-1-4sbb8 1/1 Running =H T7LO| =N s |
httpd-example-1-build 0/1 Completed $ OC rsync <§E 'U'IVE > <DOdOI = > <DOdC| _!§a| >
httpd-example-1-deploy 8/1 Completed
jws—-app-1-build 0/1 Completed
jws-app-1-deploy 0/1 Completed
jws-app-1-qqrtt 1/1 Running -1 0Ol o >4
kko@ oc rsh httpd-example-1-4sbb8 2. 'u'I.E El.-'I—-EE ( ;JE.“OIM > 2 = )
sh-4.4% s
README.md index.html openshift $ oc rsync <pod0|=> :<podlt2 > <ZAC|aIEe|>

sh-4.4% |

[CLI)
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Red Hat OpenShift Container Platform =

4 32 H3e BHe

Al

A EZ A5 TemplateZ H|

AMER
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Ofofl CHEH X

AL MBIAE M4 B4
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2UEI0ILI B AR AT A4 22

AE Y 2R = USUCLCH AIEANE OIS AHE (WEB/WAS/DB) & ApplicationZ M & = Build/Deploy Ol CHSt X Sat SIS
LCH MBI AE Aol A= Naje| 2 1=

23
T
g E HIOIH = MYl 22 2tele| &2t UL
WEB/WAS S8 19
ImageStream EAP+ -
Dockerfile : PostgreSaL Dockerfile -—b[ Route H Service ]
WAS pod
Base Image ImageStream EAP+ Base Image Router?t 2 A Autoscale
Build g v2.0 OracleDB Build oIErS A Load
Balancing
Docker i Custom Custom Docker
Build ImageSiream Template Build

WAS
Z2HIHE =9

+ OIDIAI/HTML
Self-Provisioning A%t CI/CD AFS 3t DA 21EI0/L] &8 ROl e H b Zalof &
olol /OIESI01 /DB OIDIRI WS Z ol ©IZ23l0lA &) e

L=
=

HE|~ A RN B2E2E JIS2 WASHIM HE26H= JIscz HAG 0 &
= i -

oin

3 MBHIAM MUl 26k 2F 2l4£AS HS2AI0/ 80 &
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Red Hat OpenShift Container Platform= Z16|0| 42| Scale In/Outt Scale Up/Down®l CHSH Manual 2H4 DF Auto BHAI 2 T B &L CH Auto Scale Oute| 2% &
e CPU B AE A HE 2|Z22 HPA 2|54 Scale Out E U CH

Scale In / Out Scale Up / Down

HE 0|
fol4 ul3
oyt e T e
CPU/MEM
Scale Up Pod H3
Auto Pod 745 AutoScaler I Ra'_y ~
CPU/MEM Scale In CPUAIBE 7|IE
Scale Down ‘ ‘ ' |
/ Out SAXI}
= 2FX -
______ Manual Pod 7% SXt SUH g s
Pod &
CPU
Auto AutoScaler = CPU/MEM A2 E
!/ MEM
""" 7|&
= B | - - Scale Up
CPU : 1000 : / Down
milicore S CPU/MEM B4 A|
MEM - 1 GiB o=
Manual / MEM 23% i
Pod MA|E 2R
/ DISK
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Red Hat OpenShift Container Platform= 21&8t Pod JH=+E | AISH= Auto Healing S8 2 Sl €%

Auto Healing %}

10
QO

o
oA

AL MBI A8 RAISHE DOHEY 2 MIBRUC

« AH replicas JM==E Deployment
Config €= Replication Controller (| O
Pl &A

A ex) Replication Controller 0l &2 ] Al

g i
spec:
. replicas : 4
SN
M =2t DR
Replica
e =St BEEH NyaR RFFafE Dut A
r : - Replicas M=+=2 =
; | 2t
b 1 2, Manual Scale In Al
Replica%E‘ZJ, Replicas=2, Replicas=2, Replica..\EZJ - Replicas =& 2+
current=2 current=2 current=2 current=2 A
Replication Replication Replication Replication 04 3, AR A XA
Controller Controller Controller Controller SAECU S E sca?éori#%% =
replicas M =8 A&
OpenShift OpenShift OpenShift OpenShift 2 RIE CHAH
Cluster Cluster Cluster Cluster deplovments,
replicaset,

deployments config,
replication controller

[ X 2 =2t Replica’lt Ct & & 2 Replication Controller 2t Al Pod & Al ZE]
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Red Hat OpenShift Container Platform= &% A| g4

N
o

+ 2= T S At B4 UMb Spec TRA0| KA HHE + A= I

olr
o
>
O
o
C
o

' E Scale-Out ' T Scale-Up

CPU/Memory F=7HA
+=XE SEE /s 1715 (Roliing)

Node Node Node Node Node Node
#1 #2 #3 #2 #3
OpenShift OpenShiit OpenShift
Scale-Out Scale-Up
« 23 MBlA 2 ST gl MZ2 Node 2t 2IS H 3. « 2| ZE NodeQ| CPU/Memory SE&E St =& 22, MUl2 =9 Zd
« ZEI0Id = Schedulertl 2l AFZ 22 B Al old =EEE 30

« TS MOIZE ER.
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Red Hat OpenShift Container Platform= namespace(ZZH E) J|8tS Z ALERI2 role2 FHELIC DIERQE THE MME= S Z2HE2| admin
HEtE JMAI0 Z2XE L 2= MY E F=A;ELCH adminZ CHE AFEARHNIA role 2 MIZ215HH FHSHA role 2[8F 8 222 E =& LY.
o AId Mg U MH[A X HE O AP AR » XIEl=D 32
2%
HTPasswd htpasswdZ= AIS5H0 HAE ’a’a” THZ 0l CHEH AFR AL OIS % 222 §F
- 82 =H2USIEF htpasswd ID SSAHE #EELICH
Keystone 5 CIOIEAHIOl A0 AFERIE HESH= OpenStack Keystone v3 A H2H

28 S XI5 RI6H OpenShlft Container Platform 22{AEZ
Keystonedt EE5IEE keystone ID 22 X2 2A ELICH

 LDAP | Che HIOIS OIS 2 AMR EHH LDAPYE MBI CHEH AFREH 0|2 2 2r59)
SEMES ZEOIFIEE |dap ID 2SAE 2 AELICH
R AFERIOF 21 1D 23R CHil 2SE KR SBE A rgarm OpenShift

Container Platforml|l 2 J21& = IS E 2|2 21E ID 23SAE FAEY
Ch 7|2 21&E= UHIEO| HHIS E5F H HLUIS2IL|CH

2 - . X-Flemote User2t 22 23 #Id 20l A AIRXIE 2SI E 23 #ld
SAIS PAELICEL YEetEez2 3 il oS SF5ts US T8
# Cluster Admin 2 9} E'Dil ARS8 LICE
OpenShit CusterS SeEE A |~ p o GitHub &€ = GitHub Enterpriss®] OAuth O1Z MH{H| CHsH AFEXHOIZ
- GitHub Enterprise =~ =2 R 242 H2USITF github ID ESAE F4 ELICH
GitLab GitLab.com %= 2|Ef GitLab 2/ASAZ ID S2A2 ALESHE = gitlab ID
SSAE RAELICH
Google Google®] OpenlD Connect EEE AI25HH google ID 23AIE FAEL
Ck.

| OpenlD Connect IE BE FlowZE A2 5HH OpenlD Connect ID 23 A2t E E5HE £ oide
SoAlE 2AELICL
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OFAE = E29 OrAH =20 /1= Eted MBI AE= 382 O 20 AlXlZ 21Ed 2 MSEUCH 0100 =E0AM SE52 0HZ22 08 2 DFAH 2t etcd MBI A &
Of O T2t at2tgiol SAEULCH

1 Al Fail-
Master 1EA Shutdown A| Fail-Over pPp dd 85 Hoj A3} s_a‘q tio} ol =xJ

@ OIAE| S CHEst B S0l M oj ot 24 sty

OlAE w= | 2SO r»:a SOlM A2l ks
10H Down | @ ObAE] S0 MHIA Q&I A0l B MHIA
=0l Y C Mo| HH 0| YMHOoZ AH|A

Project

® Ot2E =S 20 CH2 Al S HAH = E2] MH| A0
= 380l 28

® 026 =S 200 A AIE

® HAIECE S F}0IEt 3 AR OIAE £ 1
(H2 eted 5+ 7t

@ 026 =S 300 CH2 Al E A = E2] M| A0
L od3to| gle

OI2E s
2CH Down

B = e e e - - P S S i b i - e P S e

@ J|Z etcd MAS AEFH0] 01T 22 AF LEi2 =
0] feant 0 B &
St Down | @ etcd MAUB ALBEIN CHY HEE B2l 32 =

LOGGING MORNITORING &
104 @ ctcd 22{AE Operator= LIHAI ZHEZE ZY2 &

 AE0 et 2HEE A2



4. =8 J|ls >8H == @Al =4 AIS

Red Hat OpenShift Container Platform= 3 =S &0 Al, Node Health Check2t Node Failover AEE HHUSE Sl S L =29 &

2 g0l E CHE 2t
St E2 0| SAIHA MUlA ZOHE ZAIEUCH A AEL, HES MUl S& ZH0/UZ S50 tHE20 Pod / Node Auto Healing 2I52

ZIELE NS

o2 ofo

[&]
{8

Eviction 0|
MEZ HX|

&) [E
& [E

= C %o ‘ ' +

Health Chack Health Chack Health Check Hezlth Check
Not Ready Ready Ready Not Ready

| Node Health Check Ml A
Not Ready &Ei0|P Pod Eviction 0|2
CHE =0l Pod HH Al

Heaith Check
Ready

Node Failover A} 53} §AHU S

kublet R controller-rmanager ' controller-rmanager . controller-manager
node-status-update-frequency node-monitor-period node-monitor-grace-period pod-eviction-timeout
default : 10s default : 58 default : 40s default : 5m

\ )
I

ZHH O LS S W 2E pod?t failover Tl S0l ZLIEE SHHIE F2| AIZ2I0| 25 EZETIH
£ C failover AI2IE FHEst=dl 28 SHHIE ZLIEIE AlIZ2I2 & 22 ZEEHC (ex. pod-eviction-timeout ZZ
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Red Hat OpenShift Container Platform= CI/CD Tt0| =22l E321 Jenkins2t Openshift PipelinesE 25 M Z&LIC}. Tekton 2|82 Openshift Pipeline= 22t
FC UolElE WY E3MEC OpenShift Off £ XEHE Io| =Ze2tel EFPALICH CI/CD 78 2o 8= 7S MEistH 225t = A sLChL

Traditional CI/CD

Cloud-Native CI|/CD

Zgoly 3 FHUEAE2Z 2
g 2ol E 20| AblAF ol Zet?

ol =2kl ol M2 2T3| JelE

SO0l E =210t d2|x|Al &

ZEold 0|0l Rl 2 2t0] ZAL0| 2 2el

21 2 Kubernetes 2| & A
EAIB0AM ASHCS=ZE 22

ConfigMapsE Ed 7+4E

Red Hat OpenShift
Pipelines
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Red Hat OpenShift Pipelines= OpenShift @l Z2£1t CLI B0 E Soll Wo| Z2tPlef A, 22, o8 FUEEE = 2= 2D
Code, IntelliJ 2f 2= CI2F5t IDE e S AAHE = U= E

® Web Console2 S5 0j0| =2} QI 444

2{19l

¥

® VS Code =2{1¢9l ® IntelliJ
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Red Hat OpenShift GitOps= JHE
0|2 &l Ct=s

2 ¢

. . }

S O 0O

Central Hub (Push)

% Argo CDE Git repository =&l
XE HZF QEANZE 9 k8s 22{2
E|2 ZA|BHL|C}

, AHO0E, Z2EED E 2

Buth

Reglstry
Networking
Storage

Install Operators
Namespaces

OpenShift

Cluster Scoped (Pull)

ZHAEH ¥Q Argo CDE 22{AH
MH|A 2H2 QLEAZE ZAH
2 714 S4CL

CIst 232 Cteret S AH o o =2/ AI0(H
22AH, ©g S AH A o204 S = A2l AT ¢S Ot i E A E £

Red Hat OpenShift G

dE HH Zg M oH=elA0l8e 22d

OpenShift

Application Scoped

(Pull)
O Z2|# 0] E22l Argo CD&= Of
Z2|#0|H Hi=E 3 182
& HA2Ho|AZ 7S L Lt
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4. =R Jls > Cl/CD

C Ui Wo|=etle| 2t A EE AlEstn ALSSHE L

108

Hel
ol
[
e

OpenShift
Pipelines
Source ® ( O ‘
Git Repository =i D D .
Pull Request
OpenShift
GitOps
\
Push
Config _/»\\
Git Repository - \“/ Pull

8

S

Image
Reqistry

Kubernetes

OpenShift

2¢{2H
HEf

HoH= YEf
(git &2

OpenShift

=7
Ef 2

Ja
2
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Red Hat OpenShift Container Platform= =2

=282 A 8 E J2I5HA 2 &= ot¢
e

Project A

» Pod RHREE 23

TS XE CPU MEM
10core 64GB

« 212t Pod| AHR 2Y
» CPUMEM request, CPUMEM limit
+» Deployment Configh] 27

» AutoScaling 2| S2 ARSI 2l6H PHEAl

2300k

X2 E Nl HHTs 2 Pod, 26(0]
o 0I0IRISt 22 22HES R 37|
M= HI2XE

I RFE &+ U= O2A3(Persistent
Volume Claim -PVC)2| 22| HI2F XIE

#8 00 |H

Fd & Zotn 2A2FLCE stLfe] ZZHENM JtEE = A= AHold =2 FMEtst2
= X u

kind: LimitRange
apiVersion: v1 - type: Container
metadata: max:
name: limits cpu:
spec: 100m
limits:
- type: Pod memor
max: y: 750Mi
cpu: min:
100m cpu:
10m
memor
y: 750Mi memor
min: y: 5Mi
cpu: default
MEhIARE §
cpu:

« A A2 E H¥amor D ST Q01 2tsE
Y934t Podo| Resource Limit2 podE A AIZ 8iof Bra S

» Pod= 1 core & ZCH 100 OILH MYS&mpZHE
O Pod JHEH 100 milicore O|AH St A At

+ WAS (JBoss EAP)2| 2F &l 22l= pod 2E 22| 2
S0%(default, B8 J1=)Z2 AtS MAGID, WASIHERZ dls &

H=22lE 24560 poddl 2 HZ2l 2212 LHE6H0HE
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Red Hat OpenShift Container Platform = CH2IStH gH

=
=

. ‘l4.
AAR

%,

11

AO[L. l

£ES 39 2

BUILD APP
(OpenShift)

BUILD IMAGE
(OpenShift)

DEPLOY
(OpenShift)

£ M=gucCh

15 0|4 O|0jX| = &8

Git
Repository

Source-
to-Image
(S21)

Application
Container

if

oz 8014 00X E

code

A
% 2l

>

Q

...........
|

Builder

deploy

Image

O

U C}.

£3| S2I (Source to Image) 2

S2| #|o] A O|O|X] HE (2 F)

CE 3ol &

Eflol OlOIRI = Bt

R E TAG

dotnet

3.1,3.1-el7,3,1-ubi8,5,0,5,0-ubig.6,0

dotnet-runtime

3.1.3.1-el?7.3,1-ubif.5.0,5.0-ubi8.6.0

driver-toolkit

410,84,202204050541-0 |atest

Developer fis-java-openshift 1.0,2.0
fis-karaf-openshift 1.0.2.0
golang 1,16, 7-ubi?,1,16,7-ubis latest
httpd 2,42, 4-el7,2 4-el8 latest
L 11,8 latest, openjdk-11-¢l7. openjdk-11-
= java ubid
jboss-eap74-openjdk11-openshift 7.4,0 latest
jboss-webserver56-openjdk11-
Image tomcat9-openshift-ubig 5,6,0 latest
Rengtry jboss-webserver56-openjdk8-tomcat9-
I openshift-ubi8 5,6.0. latest

Q

O

nginx 1,18-ubi?.1,18-ubi8.1,20-ubi?.1,20-ubid
nodejs 14-ubi7,14-ubid, 14-ubig-rinimal, 1 6-ubid
perl 5,26-ubiB.5,30,5,30-el7.5,30-ubif

php 7,3,7.3-ubi?,7,4-ubid. latest

python 2,7,2,7-ubi?,2,7-ubid,3,6-ubid,3.8

ruby 2,5-ubi8,2,6,2,6-ubi?.2,6-ubi8.2,7
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Provisioning Al 0l =2| DataZ E&St ContainerZ B 2512| # oA = Base Docker ImageE 2| =2 2 Image
Data2t

112

4. =2 J|= > Docker Build

A2 MEMGIHLE Docker Build AlY| SM 2=z

MM E == QIS = Dockerfile €= Containerfile®l| &2| Data 244 0l 2 25t Layer 20| 2 8 ELCH Container AIZF A0l 2| F DataZ FE Importst=

@Y T JtsEUCt
FAHE 0|0|X] Self-Service T2 H| XY

Nk 2

Al
0|
A

ot
)

JBoss EAP

2po|=2y2|
HHGO|E}

JBoss

HA ?J‘

ojojx| 83

JBoss
EAP

+
20|22
XX 0|}

JBoss EAP

20| =242
R 0| Ef

X729 X
+ 27| CIOIEIE = &Sl OI0IAIE M A5 RAsiM= Of
il 221R] ZHHE BtEAl ERQ6ICH
ex) dockerfile ZIHIOIL JIS Al 228 E &3 HEAH
=y,
CMD ["/app/work/init.sh"]
£=

ENTRYPOINT [“/app/work/init.sh"]



4. =2 Jls > 1A= i

Red Hat OpenShift Container Platform= 1
OpensShifte| 2t $E = off

0 0

0

lue-Green B Z£E K| ELICE Blue-Green Bl Z= S5 JtX SY&t A E

2t
=

= A E 2ol EA

o= CISt ~0| <=
'L%l = ﬁ = ‘oél’ T A
. MASTER NODE
interface interface MASTER HoOS
AP/ DATA STORE SCHEDULLR MANASEMENT APY MANAGEMENT/
AUTHENTICATION REPLICATION AUTHENTICATION DATA STORE SCHEDULER REPLICATION
INFRA NODE (BLUE) INFRA NODE (GREEN)
— POO 1 RLCISTAY — POD 1 REGISTAY
Load Balancer ] Load Balancer ]
POD 2 ROUTER pob 2 ROUTER
NODE (BLUE) | ‘ NODE (GREEN)
v v
POD Y APP POD 1 APp
POD 2 Abp oD 2 App
Green A{H| A AFEf
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H 22 Canary DeploymentE AIHELICE B 2£2 Soll MBIAS2| EfHE H|g2 T8 = I 2H, ¢
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Red Hat OpenShift Container Platform= Istio 2| Bte] OpenShift ServiceMeshE S5l Envoy Sidecar proxyE & 231 Circuit breaker, H| & 2|8F Traffic =bH,

F2l Xel S8l 15 2h$E g2 M = USULL
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