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1. Kubernetes 80| o{g{& &
« Kubernetes 27}
« Kubernets 22| 0{z{i2 ™

2. Kubernetes 28 A| 2RotAd== M 35t= PaaS
« OpenShift 27}
« K8SO|AM 112{k]0{OF 5fi= Openshifte] AEHE
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6. Monitor, log and troubleshoot from the start s DI'OI H.E A‘[ HI ﬁ UE';I E—'Il j:'} %‘Jﬁ%

- O10|3E AH|A OFF|EHlI X0
E|0{OF &LCt.

https://www.techtarget.co m/searchitoperations/tip/Follow-these-6- 2. Microservices instead of a monolith
steps-to-deploy-microservices-in-production

« Uber= 20144 2 0f 4000747 = =H opo|3 =2
MH| A9} ®A 1 UO 40| QE AA A|AHIQ| BN R e R s e o
BLEE AI-*-E*' ol 281 M 7|3¢¥Cctn B

- E|O|H QA=2f= HLEE A|AHO0| E+X 23

dmazoncom

https://fwww.infog.com/articles/ microservice-monitoring -right -way
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- Kubernetes E8¢ 7|X 7|=0|X|2, AEZ|X|, YEH, 22 0f=2|#|0]|M
=

3ol 93 S8 EHSD 0|8 £7|H2 BHsE A 2 2ol

- Ashesh Badani, Red Hat

Why running your own Kubernetes deployment could
be a terrible idea

https://www_techrepublic.com/article fiwhy-running-your-own-kubernetes-deployment
-could-be-a-terrible-idea/
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+  Kubernetes2| 2% 150 3~4 BT 2] Major Release
. 2023EA|H™ 213 SHH0| release® 1.22.x T HA| maintain S &

- Y20l HFZF Dependencyli CHE HEF 0| £5E.
https://kubernetes.io/docs/tasks/administer-cluster/kubeadm/kubeadm-upgrade/|

+ The cluster should use...
+ Make sure to back up...

» Swap must be disabled...
Preview Version
Latest Version
Older Version, 5til Maintained
Old Version

B T T e S B e T S e el e B T e e B T St B o e et |

L

https://en.wikipedia.org/wiki/Kubernetes
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Kubernetes Al2 X} &

3P

i3
—

T 22 SEHoz =517 of@ctn &

INSTALL DEPLOY
= Templating » ldentity & Security Access
* Validation = App Monitoring & Alerts
= 0S Setup = Storage & Persistence
* Egress, Ingress & Integration

= Host Container Images
= Build / Deploy Methodology

Source : The New Stack, The State of the Kubernetes Ecosystem, August 2017

« Platform Menitoring & Alerts
= Metering & Chargeback
« Platform Security Hardening

*Image Hardening

= Security Certifications
= Network Policy

= Disaster Recovery

= Resource Segmentation

Conflidential

OPERATE

= 0S Upgrade 2 Patch

* Platform Upgrade 2! Patch
* Image Upgrade 2 Patch

+ App Upgrade 2' Patch

= Security Patches

« Continuous Security
Scanning

* Multi-environment Rollout

= Enterprise Container
Registry

» Cluster & App Elasticity
= Monitor, Alert, Remediate

_- Log Agaregation

openmary
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202149 122 9 2B El CVE-2021-44228 HAH
RCE(Remote Code Execution)T}! LHX|E= O] HYFE LS ZHA7 A MU ZEE 43T =+ A SLLL
Kubernetes2| Z}H|HQl ZEHES2 HFF GoHHO|L} O 2|0 S&SI= =S & ¢

JAVARI 22 O2{71X] o= E/dE = 28

ot

=E o
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2 AEHO| Elastic Searchl] ZA$ CVE-2021-44228 | UT = = X[t HHHZ release SH2OL}

=1 3
A4S 2859 Kuberentes SC{2AEY HE2A|7|= 242 Kubernetes Sc1A2H e[| Xt £

By Tom Callahan, Quin Hoxie, Rajiv Raghunarayan

AWSEHF 0| A CVE-2021-44228 FHUE S HE0 T4 74 (ZH : SOPHOS Labs)
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Introducing 7.16.2 and 6.8.22 releases of
Elasticsearch and Logstash to upgrade
Apache Log4;2

https://fwww.elastic.co/kr/blog/new-elasticsearch-and-logstash-releases-upgrade-apache-log4j2
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What is OpenShift ?
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OpenShift == Enterprise Kubernetes

OPENSHIFT

$ xPaa$S

kubernetes

Container

RED HAT"
ENTERPRISE LINUX
ATOMIC HOST

Container
Host API & Services

Lifecycle,
Project Mgt.

User Experience



Enterprise Kubernetes

ME|E £+ = Enterprise Kubernetes
- M2|E £ Qe SAE, HHX EHE
Full-Stacked (FX}5) X
* Over the Air Updates & Day 2 management
o|H EFoME SCREE BE
- Sj0|EE|E, HE| S AFH &2
- 23 O|E{ (Operator) =&Y 3
« Operator Hub 2} certified ISVs
HMUE T ZHEX X
OpenShift Service Mesh (Istio) — A H|A |4
« OpenShift Serverless (Knative) - Serverless
+ CodeReady (Che) - k8s native 7% &4

2,

openmarv
Cloud-native Al & Machine Internet of Innovation
Applications Learning Blockchain Things Culture

-._1 : .{,-

Automated Operations*

Red Hat Enterprise Linux or Red Hat CoreOS

Best IT Ops Experience CaaS Gl PaaS Best Developer Experience

Red Hat
OpenShift



How Do We Deliver OpenShift?

eS rin
i P g Community Distribution of Kuberne
( ’ H ELM 4 tes 100+ Integrations

Align time with OSS trunk

B O kd

Integrate OSS projects Partner int
egration platform
No-cost validations forinnovation

| e yf’x‘%
- .-s."j?

openmarv

RedHat
OpenShift
Container Platform

Red Hat
OpenShift Dedicated

Red Hat
OpenShift Online
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OpenShift 4 Platform
openmaruv

APPLICATION SERVICES CLUSTER SERVICES DEVELOPER SERVICES
OPERATORHUB OPENSHIFT MULTICLUSTER MONITORING OPENSHIFT CODE READY
SERVICE MESH FEDERATION METERING SERVERLESS WORKSPACES
INTEGRATION Al/ML/ANALYTICS ADVANCED OPENSHIFT
SERVICES SERVICES NETWORKING STORAGE
AUTOMATED OPERATOR LIFECYCLE OVER THE AIR UNIFIED HYBRID
OPERATIONS FRAMEWORK MANAGEMENT UPDATES CLOUD
Red Hat
OpenShift S—— KUBERNETES | |FASTER ALGNMENT|| BETTER CLUSTER || SIMPLIFY MACHINE || SIMPLIFY MACHINE
TO UPSTREAM MANAGEMENT MANAGEMENT SCALING
KUBERNETES : :
CLOUDS | HOSTS | [SIMPLIFIED INSTALL INTEGRATED coiﬁimks TIGHTER CLOUD OPENSHIFT
CONTAINERS AND UPGRADES ||PLATFORM AND OS ARID OF INTEGRATION ON AZURE

Best IT Ops Experience CaaS 4== PaaS 4== FaaS Best Developer Experience
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Red Hat |
OpenShift Scaler AFA Bl ‘
S | [ seweror | S

e ‘ SLEY cl/cp : 2|8 Web UI

= . ) OpensShift 22| &}
®) kubernetes
HE®3 21 H AEE|X| H ol #HERY ‘ ot | +5 % 29
> — | — = R 2 _ &2l
CoreOS ‘ Core0S CoreOS ‘ Core0S

Any Infrastructure

PHYSICAL VIRTUAL PRIVATE PUBLIC HYBRID




Why OpenShift?
openmary
AE{Z20|= = of Z2|#H0]d X[

- 7|EL| o Z2|F|0| M (HEN)0IAM S2H*E L|O|E|E of S| F| 0] M
(F4EH, 12 Factor App) 7HX]

A #ES 7|4

* CRI-O, Kubernetes, RHEL

7|H& 0|90 AH|A

« JBoss EAP, JWS A-MQ, Fuse, BRMS, BPMS, JDG, Mobile, SSO

Cidst 293 &3 X &

- E2H 23, 7t 4, Z2to|¥! SR E, © 58 SR E

olojE2|E SR E & oiZ2A0|M ST

- HEE /z=20|Y 2L 7H 0|FE B, SCISE Z=H0| 7F #e|
Red Hat & ¢t 7|=X| &

- ATHRE 22 7|H
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Runtime 22|

Host OS E o

gH|o| Eet

2. gX|/L8/8xE

Web Console

Cloud Native 3rd Party
MH[A E}2 9

ZI=x &

Cluster Upgrade
HE/H =

2LEE
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. =UY/9| K8s EotIl0|== S4l2 sSLE HESIEE J10|=

- QUBME OIS 18824919 HOF HZ(secure connections)S {6l AIE

« QIEZXM A4 X}IS3} (Automated Certificate rotation)
« Kubeadm?@| A% QIZ A HM™ntx| gt =

- FAH ASME AES17| 2l o F AE=QIE 2% 7S
Requesting and Installing Let's Encrypt Certificates for OpenShift 4

e

Ziflof = OHEIAfof kgs &0 Ffojc
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+  DockerHub2| AL 7H%E|0] Q10| CtY$ Container ImageZ} 2X|QH A2|g = ¢l= O|0|X|Ex CfAH Exf

+ Red Hat®] Z% Quay.io2} registry.redhat.com= 23FolH
0S, Middleware 2= EgQ||0]& 2Tt OfL|2} OCPO| CertiE 3rd F’arty O|O|X| = I'“'E‘{DperatnrHub, ex: efk, servicemesh)

(DRED HAT Guayio T
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dcker

hittps:/iwww.itworld.co.krinews/174679
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Pl I Kubernetes + DIY Stack
: \ g - dE|E = gl g o] o]o]x]
-t «  ZIG|0] =9 UH|0|E X
Kubernetes
+ QAEE 59 ?Hdst HlAE X
- —— - HOST 0S SX|¥%
.« ™
' Application R
| - IjA
] + Eaj¥sd
|!Runtsme!M|ddlew . Clopu|g ubw
I : i
1 Container OS o *  Runtime/Middleware S§X|E
-  IOjA

HOST 0S o e

v

OpenShift

POD

Application

4
I‘ JWS/JBoss/JDK |II

-

I RHEL Container OS |I
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OpenShift Container Platform
» MEE = 2lE ZH 0|1 0]0|X]

*  Quay, red hat registry

» QAEE =S¢t 2Hdst g~

* Red Hat Core OS

- YagolE X H
B mjx] x| A

+ Ed=Ew2 XA

«  ZE0|H 53} 0s
TOjH|-S 2 X

* OpenlDK / JBoss Web Server, EAP
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+ X XA
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«  OpenShift= OAUTHE Al S50 7| & A|AHQ| |dentity ProviderE 0| &%t A 2| 7t
« EE QIS Al HTPasswdE 0|28t HEF
+  OpenShift Web Console 2t OtL| 2} OperatorHubE Sl EX|El= 3 Party £5FM2| Console® €& 7t

+ Kibana Console

En{\‘?

+ Jaeger, Kali Console 4
wne v
a2 ﬁgtﬂﬁ“
P Red Hat OpenShift ‘A
®

Guntaaner Platform

Identity Provider

basic Authentication

\cat
A
v :

OpenlD Connect
Request Header

OpensShift Browser Client
Kibana Console

Jaeger, Kiali Console
Other integration Console

+ GitHub
Master Node = GitLab
- OAUTH POD + Google
__ OAUTH Client « HTPasswd
H Jenkins PCHGHIFT lde ntity Broke r + Keyslione
. OpenShift Web Console « LDAP

= OpenShift OAUTH Pod

- ® @ ® ®



CtFSt RBAC Role H|S

Role based authorization

L

-

-

Project scope & cluster scope available
Matches request attributes (verb,object,etc)

If no roles match, request is
denied ( deny by default )

Operator- and user-level
roles are defined by default

Custom roles are supported

OpenShift RBAC VS K8S RBAC

™

L ]

A0 H2E Openshift RBAC 2F 1607.
(System RBAC H|2|)

APEO]| 82| = K8s2 571

(System RBAC E& 157f)

PROJECT
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HE| 0| E 7|SA|7|7] &8t CoreOS

EFK Audit ssH B2 271
#Elo]d 05 Level
= R4 fni B HEBHEx
Pt go] oiza}
Application |  Application |  Application
WAS WAS WAS
Container Container Container

Container Engine

Core OS

Immutable Infra Structure, Red Hat CoreOS

Confidential -

7|1& 0S0f| 2R3 Host OS ESt =27

Red Hat CoreOS— Immutable Infrastructure

RHCOS= S &0 Z2E Compliance A|2 &

FHrdE A9y
MEHE A A
0Ss 2ot

HIQ} Agent
=231 +38

VM £ £ Baremetal Ol 712 =9

- 1283 A

Immutable Infrastructure 54 22 Read-Only OS

fu

2,
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Security Context Constraints

» AHO|HZ} 7|52 o THO|H7 8 5+ 2= 718

»  Cluster 2| X7} ZH| 0| ServiceAccount 'EE HsHS HE|
«  #H|0|H7} PortE Bind o}=X]

N . ZE0| 7|5 A UID7} DHEIO] QR
rrascorr R e sceer B e BN cwee S
Accoim * RootZE ZH|0|HF 7| =5=4A]

SCC Admission Process

*  Host volum= AI25=4]

» CHEHEOQI AR root A é.' AEHE| = Containere2
OpenShiftdll M 7| &I x| &

. Root AlHCo=2 J|E"‘|- Z 0|4 = Host 052 root Al
= BF = £ US. (Container breakout %] o)

- LHEHE Ol WEB Application2| B PortE Bind2 + U= AT
T AS.




Cluster, Host OS Upgrade 2¢t

openmaruy
Provides OTA for
RHCOS and OpenShift S
OCP Cluster 3. Manages updates to
Version Operator
Relase Artifacts
(Container Image)
OCP Cluster
Operator 4, Cluster Operator Update
Authentication
. A St
OpenShift Cluster Version Operator Registy
7 g APl Server
1. OpenShift Update ServiceE ZL|E{ &350 ETCD

Upgrade 752t H{H =0l
2. Upgradet 2 2%t Container Image Download

etc...

3. Cluster OperaturGH?'lI Upgrade %%‘ Master Node Maaar Node Master nda
» RHCOS Kernel UpgradeT Z0| TI38 :
« 7|2H9OZE Rolling EEH2] Upgrade . _ |
. Canary Upgrade s o =7H Worker Node Worker Node Worker Node




Disconnected EZ42| Upgrade &t

Disconnected0{|A{2] Upgrade 2Ot
- Connected Upgrade®?}l FAISIL Cluster #2|X}2] Image Mirroring ZH3i0| 22

« Mirror ImageE X EX2| Image Registry7} 22
ex: Quay, Harbor, Docker-registry

Lazal Copy of Red Hat sourced OponShift

AN -

Guayio
Container
Registry

Disconnoctod

i Locs Container Registry
OpenShift Cluster ontad qgistry

R

Auddmilm

- Unigue to disconnected >

+— Same as connected —» «—— Same as connected

| er upgrade via AP

ernal registry
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r Build Process > L Deploy Process >
Git Repo I Dockerfile Builderimage
E === ' | Application Container
— [— | - i:?«, — Image Registry Deploy
= . - : I ey —— --'ﬂ
[ S e A TE "'
o 001011
= — n‘a'nnlﬁ E— - Deploy
s Comple  Arhive - ZE|0| QIZa}t $Ao| AL J|ESAKCE 17hx| 0|4te] LEapEo| £ .
Build Apps » Container Image Build

- 2EE 0fE2]A|0| 42 Container Image2t Z2e5= 1Hd
« E2 2o MsSA O =2|#A|0| M1} 2 2Ed=T1 HojL7| IjE0]| XHEEiols
Hroro| .

- OpenShift A= = Sof X|H



GUI 79| YWt Hj=, OpenShift Template

ot

OpenShifte] 2EH{ZE GUIE S8 &
» OpenShift Template
E2ME 2 0fS2/A|0|M THel2 Wz

Java Option & Z=2 & £ 3.

« Container Resource, Git / Maven URL &
OpenShift 22 K8SY| Clist x| 40| §i0| =

=& = Q= 2ot

Developer Catalog
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Maven mirror URL




OpenShift Template 7t2 21 2|2
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Openshift HlA|= Z} MH|AES Z==H|Xd
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2 T A HEHE WS
Cl/CD, Databases, Languages, Middleware, 7|E} 2=2| & 79 7lie| HEX S HS
CIl/ICD Databases Languages Middleware Efc..
" /’
& g | QL ®
< @ [ JWS HTTPD AMQ Nginx
jenkins PostgreSQL Java Ruby 2 -3
¢ # % @
e 3-scale Wildly BPM Redis
MariaDB
Pytion | v A Oe
SQL |
MySaL {J BRMS Keycloak JDG
Node.js Dancer m %

Data

Fuse yirtualization



Cloud Native Logging Stack, EFK X| S
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Elasticsearch + Fluentd + Kibana Logging Stack
Shift EFK L i tack — - . s
] Opsnsid Pgging Shc - ZHO|H =2} &7, Cloud Native =3 #2 3%
E == Elasticsearch Ej E%il‘ iE_‘H{jl EEIE.%

= FI_EI « 4 22 Container 7| &

« Container &H|A| 2 1H[0|E AHx|

y —

L — —_—
fluentd L %

®
] [ Cloud NativeOf] HTist 21 AEL EFK
- Elasticsearch : 1 4|05 H&EA

i /E}\ « Fluentd : 21 O|0|§ H&
Curator K(/ (logstash CHAISH = AT = I S)

« Kibana : 21 G|0|g| A|Zis}

. = 3A| THHHe = S AEV S0l OFe.
OOpenShift Container Platform K8s =SAl XHH = 2 2EH0 olf O




3rd Party A|A®9| ZHEHSE A X| 1/d X| &, OPERATOR HUB

+ 3rd Party A|A%E OperatorHub £ =gA 22Xt 448

+ Al/Machine Learning, Integration & Delwery,
Logging & Tracing, Networking S2|
18 71X| &=2| 426 7}X| Operator & H3

etcd k§i £Jdynatrace

0]
. Couchbase elasticsearch

%; flytd
' uen
.mongoDB. ‘ @ W

argo & M ELE!

cassandra
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...and many more
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OpenShift Web Console

@ 2go Z2HE HoIEE ALt el 3 £
o2 AYe $HE + e 13T AEX} lE{m| 0]
E M3

OAuthE Sdll CI& OpenShift Web ConsoleE1} &
= A8z
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mujn
o

A
E 3

£ 8l = Prometheus7} =&

2o0 o AFEXE7FHelst T2 HEO| CisiM Bx2|
A28 BLEEE 7t

A
A

=1
=

H HEZ HHEE OpensShift Web ConsoleE =9I

Administrator perspective

API performance

etcd

Kubernetes compute resources
Kubernetes network resources
Prometheus

USE method dashboards relating to cluster and node performance

Developer perspective

CPU usage
Memory usage
Bandwidth information

Packet rate information
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« K852} OpenShift Z2 Z1H|0|{ =2} EF2 SDN2

= HEQ3IZ +4EH.
» SDN HES 3+ Cluster 2| 20M B 2 £ 82,

portal.opennaru.com

. - OfZ2[FH 018 (Pod)lf| BXE + AT B8E5= A0
OpenShift Router

Ingress
Software-Defined Network « OpenShifte] Z< Router
« Domian Name 7|82 £ 0 F2|#|0| M (Pod)E 2 O07I=
Service Service té!d—‘l

« Weight 8H22 Service 8 E2liE £t =H 7I5

- K8se| A2 B Z IngressE 114 Y §X|E sfofst

Portal Portal Portal Order Order
Pod#1 Pod#2 Pod#3 Pod#1 Pod#2
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Deploy
Image Build ' ' e
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ﬁ Image Version Up Image Version Up
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Predictable and long lifecycle
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OpenShift Architecture @
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Kubernetes

OpenShift
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