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Anatomy of a Keycloak Server

HTTP Endpoint: openmaru

INFO Account OoDIC SANL

Account Login SSO0 Protocols

Protocol Mapper

g X
(48]
Replication O
Keycloak S 3
Clients, Users, AuthN, Users =
AuthZ, Policies, ... ' Sessions g
Keys
Realms

h ) Events User Identity Socia vser Storage
[ -" b vents Federation Brokering 0 R JPA

oDIC SAML

Directory Service Identity

LDAP(S) Kerberos Provider

Active
Directory

eurodataAG - Identity Management with Keycloak(2017.03.29)
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User Interface

with Token
Return OAuth Token

Autﬁ1 Ser\;ice

Check Token Validity
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User Interface

Return JWT

Auth Service

Check Token Validity
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JSON Web Token(JWT)
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JSON Web Token

Rathes Sachchithananthan - https://rathes.de/blog/de/json-web-token
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JSON Web Token(JWT)
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PAYLOAD:

JWT - https://jwt.io/
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ACTIVE
DIRECTORY
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Keycloak blog - http://blog.keycloak.org/2015/03/customizing-keycloak.html
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RED HAT SINGLE SIGN-ON

Master v

I ilf Realm Settings
Clients
Client Templates
Roles
Identity Providers
User Federation

Authentication

Groups
Users
Sessions
Events
Import

Export

* Name

Display name

HTML Display name

Enabled

2 Admin ~
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MOBILE AUTHENTICATOR SETUP
- redhat

A You need to set up Maobile Authenticat

1. Install one of the following applications on you
<« redhat

¢ FreeQTP
o Google Authenticator

2. Open the application and scan the barcode

HELLO-WORLD-AUTHZ

3. Enter the one-time code provided by the applic

Password f | ——
B Remember me m ®
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Hello-world-authz v

) enera Login Tokens  Client Registration
I:__ nf EL re .. - OKENS Lllent Registration

Security Defenses

| 1 Realm Settings * Name

Clients _
Display name

Client
HTML Display
Templates ‘ Hiey
ndame
Roles
Groups
Users
Sessions
Events

Import
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Realm Settings

Q || View all users Unlock users || Add user

Clients Username Email Last Name First Name Actions

Client 03bb428a-bc9d-4.. test] o vadar darth Edit

Impersonate Delete

Templates fe070047-8b2e-46... | test2 Edit Impersonate Delets
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Groups
1 \Users

Sessions

Events

Import

Export
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Configure

Realm Settings
K Clients
Client

Templates

M=l

Authentication

anage

Groups
Users
Sessions
Events

Import

Client ID

Actions
Edit
Edit
Edit
Edit
Edit
Edit
Edit
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Hello-world-authz v

Configure

il

Realm Settings
Clients

Client

Templates

Roles

Identity

Providers
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User Federation

Authentication
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Groups
Users
Sessions
Events

Import
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2 Admin v

Emai Th

Email as

Edit username
t password
Remember Me
Verify email

Login with email
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@ Login to hello-world-authz X | @ RH-SSO Admin Console x | & Google
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HELLO-WORLD-AUTHZ

Password

@ Remember me Login
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